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Introduction 

TalentWall processes customer recruiting and hiring data imported from the Greenhouse applicant tracking 
system (ATS). As a customer of TalentWall, you control TalentWall's access to your applicant data by 
configuring the API key in your ATS (for Greenhouse, you may find a list of API endpoints and accessible 
data here: https://developers.greenhouse.io/harvest.html). TalentWall may integrate with other ATS in the 
future. We have implemented technical, administrative and physical controls to provide security of our 
customer’s data and our systems. If you have any questions or concerns after reviewing this overview and 
our other security documents, please contact us at security@talentwall.io. 

General Approach 

We use industry-standard safeguards for the protection of personal information (as defined in the EU 
General Data Protection Regulation 2016/679). In particular, 
- Heroku on AWS hosts and fully manages our application and database. Heroku enables us to provide 

robust security at the infrastructure and network level. See https://www.heroku.com/policy/security for 
information about Heroku on AWS. If their security protocols change, then so do ours. 

- We rely on broadly used and well-tested frameworks such as Ruby on Rails to prevent many common 
types of exploits, such as SQL injection attacks, XSS, CSRF and more. 

We have very few privileged users and a fully managed application environment, keeping our attack 
surface small. 

Authentication; Authorization; Access 

Authentication is handled by a widely-used framework which includes strong password hashing via 
bcrypt. 

We enforce password-strength requirements for user and admin accounts in TalentWall and support single-
sign-on via SAML. 

Our customers assign role-based access rules to their users, giving them an appropriate level of visibility, 
and an appropriate level of management authority (managers/ admins can add and delete users). 

Backups 

TalentWall uses Heroku PostgreSQL Continuous Protection, and we make nightly logical backups. These 
are stored by Heroku in an encrypted AWS S3 bucket. Heroku Postgres uses physical backups for 
continuous protection by persisting binary copies of the database cluster files, also known as base backups, 
and write ahead log (WAL) files to external, reliable storage. Customer data may be retained in backups for 
up to 12 months. 

Data Encryption 

Encryption and integrity protection are in place for all internal network traffic that carries sensitive 
information. Our inbound SMTP servers support at least TLS 1.2 and cipher suites with forward secrecy 
for all inbound email. We utilize full disk encryption for our company provided laptops. Our database is 
encrypted at rest. Greenhouse API keys in TalentWall are encrypted a second time before they are stored in 
the database, using AES-256. 



Deletion of Customer Data 
Once a customer’s subscription ends, their hiring data is deleted within 48 hours. On request from a 
customer’s authorized personnel, TalentWall will delete other customer data from the TalentWall database 
(such as user accounts). We use AWS’s secure de-provisioning practices to the physical hardware (disk 
wiping, etc.). 

We maintain records of user actions in logs for security purposes for the entire customer term and up to 
five years after termination of a customer relationship for legal purposes. 

HTTP Security 
We require TLS for HTTP connections to TalentWall. We send the HSTS (HTTP Strict Transport Security) 
header and are on the HSTS preload list. Our authentication cookies are set as https-only. 

On December 29, 2019, for app.talentwall.io (application): 
Mozilla Observatory gave us an A+ rating for HTTP security: 
https://observatory.mozilla.org/analyze/www.talentwall.io 

SSL Labs gave us an A+ rating for SSL security: https://www.ssllabs.com/ssltest/analyze.html?
d=app.talentwall.io&latest 

Network Security 

Production network security is managed by Heroku/AWS, including firewalls, DDoS mitigation, spoofing 
and sniffing protections and port scanning detection. Personnel access to production system instances 
requires multi-factor authentication.  

Our servers are protected by CloudFlare (WAF is enabled), which provides real-time attack detection and 
mitigation. We also use Sqreen to detect, mitigate and sends alerts. 

Personnel 
Our engineering workstations are updated regularly with security fixes and protected by antivirus. They 
employ full-disk encryption and software firewalls. All employees are required to sign confidentiality 
agreements when joining TalentWall. TalentWall's employee access to critical systems is removed within 
24 hours of termination and to secondary systems within 96 hours of termination. TalentWall adopts the 
principle of least privilege so if an employee's role changes, permissions and access will also change, as 
appropriate. Security awareness training for employees is required annually and is tracked and recorded. 

TalentWall's CTO makes strategic technical decisions, leads development, debugging, and system 
monitoring and enforces security policies. The CTO has access to sensitive data and to production servers, 
which is necessary to perform the job function. 

Physical Security 

TalentWall does not have physical office space so it does not have a physical security program other than 
what is provided by its cloud service provider. Heroku utilizes ISO 27001 and FISMA certified data centers 
managed by Amazon. Amazon has many years of experience in designing, constructing, and operating 
large-scale data centers. This experience has been applied to the AWS platform and infrastructure. AWS 
data centers are housed in nondescript facilities, and critical facilities have extensive setback and military 
grade perimeter control berms as well as other natural boundary protection. Physical access is strictly 
controlled both at the perimeter and at building ingress points by professional security staff utilizing video 
surveillance, state-of-the-art intrusion detection systems, and other electronic means. Authorized staff must 
pass two-factor authentication no fewer than three times to access data center floors. All visitors and 
contractors are required to present identification and are signed in and continually escorted by authorized 
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staff. 

Policies 
TalentWall has a robust information security program. We maintain the following policies and review them 
at least annually: Application Security Policy, Disaster Recovery Policy, Job Descriptions and Permissions 
Requirements, Record of Employee Acceptance of Security Policies, Software Development Policy, 
Service Providers and Subcontractor Security Evaluation Process, Incident Response Plan, IT Risk 
Assessment and Management and Change Management Process. We do not provide copies of our policies 
to customer prospects or customers on a free plan. We will provide a copy of our disaster recovery plan or 
a summary of our disaster recovery plan (to remove sensitive recovery information) to paying customers, 
upon request. 

Regulation 
We are aware of the EU General Data Protection Regulation 2016/679 and the California Consumer 
Privacy Act of 2018, Cal. Civ. Code §§ 1798.100 et seq. (among others) and the requirements these 
regulations place on companies like ours handling personal information. Our MSA clearly explains your 
rights to your data as a customer and we also offer a Data Processing Addendum for companies that require 
it pursuant to these regulations.  

Vulnerability Management; Patches 

Our source code is regularly checked with a static analysis vulnerability scanner. Heroku performs third-
party testing against the infrastructure. See: https://www.heroku.com/policy/security 

Workstations have firewalls and antivirus with automatic updates. Servers and gateways are managed by 
Amazon. Heroku manages our production environment and has a patch management program in place.  

Heroku/AWS patches the infrastructure on their own schedule. TalentWall updates application 
dependencies regularly, usually weekly. If we learn of an applicable high security vulnerability in a 
library used in TalentWall, we patch within 24 hours. 

Supporting your questions and needs 
We may provide you with our common security questionnaire if you require more due diligence than what 
has been provided in this document. If you would like us to complete your own format security 
questionnaire, we would be able to assist, upon your request, provided, however that completion of a 
custom security questionnaire may require payment of professional services fees.  

http://www.heroku.com/policy/security
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